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Malware

Compromising the browser
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Drive-by download
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• Web based exploits that target browsers and their 
plugins

• Usually based on JavaScript
• Heavily obfuscated

Drive-by download
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Latest 0-day exploit

February 2 2015
Adobe Flash

CVE-2015-0313
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March 12 2015
Adobe Flash

      CVE-2015-0332
      CVE-2015-0342

April 14 2015
Adobe Flash

  CVE-2015-0346 -
       CVE-2015-0360 + more

February 2 2015
Adobe Flash

CVE-2015-0313

March 12 2015
Adobe Flash

CVE-2015-0332 -
      CVE-2015-0342

26 October 2016
Adobe Flash

CVE-2016-7855
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Latest 0-day exploit



Dynamic analysis systems
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Find interesting samples

Analysis
System

Mitigate threats

EvasionsCompletenessScalability



• System to detect drive-by downloads
• Leading R&D for the past 5 years
• Publicly available at wepawet.cs.ucsb.edu

• Based on an emulated browser (HtmlUnit+Rhino)

• 93,962,555 processed submissions
• 2,930,669 malicious detections so far
• 1,626 registered users

Wepawet
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http://wepawet.cs.ucsb.edu
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malicious



Features

• Redirection and cloaking
• Deobfuscation
• Exploitation
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Results
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Attack in the wild
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benign

evil.com



Evolution from previous sample
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Detecting the undetected

18



Revolver

• A system to dynamically track JavaScript evolution
• Publicly available at revolver.cs.ucsb.edu
• Build on top of Wepawet
• Provides a deep insight into new and previously unseen 

attacks

Revolver: An Automated Approach to the Detection of Evasive Web-based Malware
Alexandros Kapravelos, Yan Shoshitaishvili, Marco Cova, Chris Kruegel, Giovanni Vigna
USENIX Security, 2013
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http://revolver.cs.ucsb.edu
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not a traditional query
not a traditional search result
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Script summaries

how many “if” statements
how many “for” loops

…

88-dimensional Euclidean space
k-nearest neighbor search
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Classifying similar pairs

• Injection
– Scripts that become malicious with additions
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Injection
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sample 1
sample 2

additional code



Classifying similar pairs

• Injection
– Scripts that become malicious with additions

• Evasion
– Scripts that become benign with control-flow 

changes
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Evasion

27

sample 1
sample 2

additional code



Classifying similar pairs

• Injection
– Scripts that become malicious with additions

• Evasion
– Scripts that become benign with control-flow 

changes
• Data-dependency

– Identical scripts with different classification
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Data-dependency
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sample 1 sample 2



Classifying similar pairs

• Injection
– Scripts that become malicious with additions

• Evasion
– Scripts that become benign with control-flow 

changes
• Data-dependency

– Identical scripts with different classification
• Evolution

– Interesting to track for malicious-malicious pairs
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Evolution
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sample 1
sample 2

additional code



Architecture
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Oracle
Revolver's input

• Any analysis system that can provide to Revolver:
– JavaScript (even dynamically generated code)
– Classification

• Wepawet in our experiments
– Submit suspicious URLs at wepawet.cs.ucsb.edu
– Every submission on Wepawet gets analyzed by 

Revolver in real-time
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Abstract Syntax Tree (AST)

• Heavily obfuscated JavaScript
• All names are irrelevant
• Abstract the code as much as possible

Node sequences
• We break the structure of the tree and create 

sequences
• Nodes are integers representing node types

Sequence summary
• A statistical summary of node type occurrences
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Similarities

• Deduplication
– Identical scripts

• Approximate nearest neighbors
– Based on sequence summary
– Intuitively similar scripts have similar summaries
– 88-dimensional Euclidean space and k-nearest 

neighbor search
• Directional similarities

– Trying to match the malicious code
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Experiments

• 6,468,623 web pages
– 265,692 malicious pages

• 20,732,766 benign scripts
– 705,472 unique benign ASTs

• 186,032 malicious scripts
– 5,701 unique malicious ASTs
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Results
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Evasions in the wild
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Evasions in the wild
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Attackers' reactions
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Limitations for Revolver

• No similarities
• Serve evasion before anything else
• Still need to analyze evasion and patch honeyclient 

manually

41




