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A primer on routing
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Routing Problem:
How do Alice’s messages get to Bob?

10.0.0.25 195.42.54.123
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Routing within the local network
If Alice wants to

10.0.0.24 10.0.0.25 10.0.0.29 10.0.0.55 10.0.0.81 communicate
with node in local
network, she
uses ARP to
discover the
node’s IP address
and relies on the
(layer 2) switch
to correctly
deliver the
message.
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® Each host knows the network prefix of the local network
® All nodes within the local network are reachable within | hop
® CIDR Notation: BaseAddress/Prefix_Size

® eg, 10.0.0.0/24:

® Network prefix is 10.0.0 (first 24 bits -- or 3 octets)

® Number of possible addresses in network: 32-24 = 8 bits — 2% = 256 addresses
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Routing outside of the local subnet

10.0.0.24 10.0.0.25 10.0.0.29 10.0.0.55 10.0.0.81

o Y . * Alice relays her

| : 71; | message thru her
.'\ | -'\ i A "\ | | | y
3 \ y 3 L H
| . y - | D subnet’s router

& . N . * Specifies Bob’s IP
A .
address as
destination IP in IP
header
. * But specifies router’s
SWltCh MAC address as
destination in
Ethernet frame
* Switch relays Alice’s
message to router
10.0.0.1 Router
80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)
Ethernet Type Il Frame
(64 to 1518 hytes)
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Routing outside of the local subnet

10.0.0.29

 Routeris
connected to
other router(s)

* Choice of path
based on CIDR
prefixes and
destination IP

ey . — g . — U ) S—

Bob’s SW|tch

Eouniper

Bob’s Router

195.42.54.123
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But what if Alice doesn’t

know Bob’s (bob.com)
IP address?
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The Old Fashioned Way

* Each host stores mapping between hostnames and |P

addresses
e Local /fetc/hosts file:
127.0.0.1 localhost

152.14.93.88 WSpr.csc.ncsu.edu wspr
158.130.69.163 www.cis.upenn.edu
18.9.22.169 www.mit.edu

* Q: Does this scale?


http://www.cis.upenn.edu
http://www.mit.edu
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Domain Name System (DNS)

 Distributed translation service between hosthnames
and IP addresses

* http://wspr.csc.ncsu.edu —  http://152.14.93.88


http://wspr.csc.ncsu.edu
http://141.161.20.3
http://wspr.csc.ncsu.edu
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What’s the IP
address of
Bob.com?

 ~____ Src=A Dst=DNS, Reg=Bob.com!
43
_ ’;; __Src=DNS, Dst=A, Resp=195.42.54.123

195.42.54.123
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DNS

* DNS is distributed

— Organized as a tree, with the root nameservers
at the top

— Each top-level domain (TLD) (e.g., .com, .edu,
.gov, .uk) served by a separate root nameserver

— Authoritative Name Servers responsible for their
domains

— Domain information stored as a zone record
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Name servers

* Authoritative Name Server: gives authoritative results for hostnames that
have been configured
* Domains are registered with a domain name registrar (e.g., GoDaddy)
— Each domain must have one primary and at least one secondary name
servers
— For reliability in case of failure
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TLDs

Name servers pre-loaded with |IP addresses of TLD name

servers

A.ROOT-SERVERS.NET.
B.ROOT-SERVERS.NET.
C.ROOT-SERVERS.NET.

M.ROOT-SERVERS.NET.

IN
IN
IN

IN

> > >

198.41.0.4
192.228.79.201
192.33.4.12

202.12.27.33



DNS

* Many record types:
— A Records: Maps hostname to IPv4 address
— AAAA Records: Maps hostname to IPv6 address
— CNAME Records: Specifies alias for hostname
— MX Records: Maps hostname to list of Mail Transfer Agents
(MTA:s)

— SOA Records: Specifies authoritative info about zone
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Domain Settings [JeGhlElE @G ET

kapravelos.com
This domain will expire on: 2/20/2017 12:46:08 AM

General Settings
Old Password l

Password |

Retype Password |

I

;215.239.36.21

;216.239.38.21

!2001:4860:4802:32::15

i2001:4860:4802:34::15

%2001:4860:4802:36::15

!2001:4860:4802:38::15

A (Address)
A (Address)
AAAA (Address)
AAAA (Address)
AAAA (Address)
AAAA (Address)

google-site-verificatio | TXT
own I192.168.4B.145 A ('Ac_ldress)
iblcg idomains.tumblr.com. CNAME (Alias)

[ohboxciocal
Jdocs
v

j192.168.1.11

!ghs.goog\e.com.

|152.14.88.195

AAAA (Address)
A (Address)

A (Address)
CNAME (Alias)
A (Address)

ﬁl— !ghs‘goog\e.com. | CNAME (Alias)
frevover [128.111.48.141 A (Address)

I:at]mt— ighs‘goog\e.com. CNAME (Alias)
[sites— |ahs.google.com. CNAME (Alias)
lslan— !ghs,goog\e.com. | CNAME (Alias)
Iwww— lghsgoog\ehosted.com. CNAME (Alias)

DNS Information Help
DNS Settings ® Default  Custom
Host Records Help
Host Name Address Record Type Options
!216.239.32.21 | A (Address)
|216.230.34.21 | A (Address)
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Naive Recursive Query

What'’s the IP address
of knows IP of bob.com

smtp.mail.bob.com?

knows IP of
mail.bob.com

smtp.mail.bob.com is at 195.42.54.123

knows IP of
smtp.mail.bob.com
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Naive Iterative Query

What’s the IP address
of
smtp.mail.bob.com?

knows IP of bob.com

smtp.mail.bob.com?
knows IP of

mail.bob.com

knows IP of
smtp.mail.bob.com
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Naive Iterative Query

What’s the IP address

Why are these two
approaches

(recursive and iterative)
unscalable?

smtp.mail.bob.com
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DNS in the Real World

B Recursive
rowser DNS Query
IM
Email | Iterative DNS Query




NC STATE UNIVERSITY

DNS Vulnerabilities
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DNS Problems

* DNS requests and responses are not authenticated
— Yet many applications trust DNS resolutions
— ... or, more accurately, they don’t consider the threat at all
— Spoofing of DNS is very dangerous -- WHY?
* Caching doesn’t help:
— DNS relies heavily on caching for efficiency, enabling
cache pollution attacks
— Once something is wrong, it can remain that way in caches
for a long time
— Data may be corrupted before it gets to authoritative
server
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DNS Message Format

Header
(12 bytes)
- Question 4
0 4 8 12 16 20 24 28 32
"""" ] ] ] ) ] ] ]
1 Identifier Flags and Codes
_______ Question Count . Answer Record Count
L Mame Server {Aqthﬁr'i;ry Recnn_:i} ﬁ'nunt Additional Record Count
4 16 IS 50 22 24 26 28 30 32
] | ] ] .
Query/ Author- Recur- | Recur-
[ SR Trun- ; ;
— Hes- itative A =ion sion
ponse Operation Code An De- | Avaik Zero Response Code
Flag SWer I:TCE]- gired | able
(@R} [AA) (RO} | (RA)
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DNS Message Example
(local DNS server queries .net TLD DNS server)

« 32 bits »
-
|—|
src IP = £8.94.156.1 s—1——dnsri.sbcglobal.net
dst IP = 192.26.92.30 H,f~-c.gt1d-seruers.net
o | src port = 5798 dst port = 53
(]
—
QID = 43561  [o] Op=0 ﬂ\
|# Question count = 1 \ \ ———+1— RD=1 - recursion desired
/ i ’ —— 0P=0 - standard query
x\* | QR=0 - this is a query
Qu| What is A record for www.uni=wiz.net?

(http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html)
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DNS Message Example
(.net TLD DNS server responds)

< 32 bits »
(a8
—

src IP = 192.26.92.30 s—f—c.gtld-servers.net
~dnsri.sbeglobal.net
dst IP = 68.94.156.1 | g
ol sIc port = dst port = 5798 L
=) P 2 P 2 | - 0R=1 - this is a response
= e — 1 - AA=0 - n hori i
L AR=0 ot authoritative
QID = 43561 [1] cpeo [0 [ [/ Jremok

| » Question count = 1 T FRA=0 - recursion unavailable

| » Authority count = 2 Addl. Record count=2

Qu| What is A record for www.unixwiz.net?

Au| unixwiz.net NS =@@tgﬁux;1§'jea 2 dy

— |
Auj unixwiz.net/NS =(cs.unixwiz.net ) 2 dy /'
¥ 7

Ad| linux.unixwiz.net/A = 64.170.162.98 1 hr

I'. e ———— -

Ad} cs.unixwiz.net A = B.7.25.94 f:l hr

7

Glue Records T

(http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html)
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DNS Message Example
(local DNS server queries domain DNS server)

——dnsri.sbcglobal. net

| linux.unixwiz.net

< 32 bits »
(=
i .
src IP = £8.94.156.1 L
dst IP = 64.170.162.98 -—
o | src port = 5798 dst port = 53
-
-

0ID = 43562 p

01 O
"
| » Question count = 1 \

—— RD=1 - recursion desired

=

\‘\"--\_._

— OP=0 - standard query
[~ QR=0 - this is a query

AN

Qu

What is A record for www.unixwiz.net?

(http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html)
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DNS Message Example
(domain DNS server responds)

32 bits

-~
v

'
—
src IP = 64.170.162.98 s—— linux.unixwiz.net
dst IP = 68.94.156.1 H,r~-dn5r1.5hcgluhal.net
% STC port = 53 dst port = 5798 | - OR=1 - this is a response
D ff—__—_’—-Mﬂ - Authoritative!
QID = 43562 1] opo [1] | o/ [rceok
Question count = 1 Answer cDuntTT_f —— RA=0 - recursion unavailable
T Authority count = 2 Addl. Record count=2 a
;u What is A record for www.unixwiz.net?
(::/Fﬁn ww . Unixwiz.net & = B.7.25.94 1 hr
Au| unixwiz.net NS = linux.unixwiz.net 2 dy
Au| unixwiz.net NS5 = cs.uniswiz.net 2 dy

Ad| linux.unixwiz.net A = 64.170.162.98 1 hr

Ad| cs.uniswiz.net A= B.7.25.94 1 hr

(http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html)



A Cache Poisoning Attack

All DNS requests have a unique query ID

The nameserver/resolver uses this information to match up

requests and responses -- this is useful since DNS uses UDP

If an adversary can guess the query ID, then it can forge the

responses and pollute the DNS cache

— 16-bit query IDs (only 2'®=65536 possible query IDs)

— Some servers increment |IDs (or use some other
predictable algo)

— gethostbyname returns as soon as it gets a response, so
first one in wins!!!
* Note: If you can observe the traffic going to a name server,

you can pretty much arbitrarily Own the Internet for the
clients it serves



A Cache Poisoning Attack

* A simple (and extremely effective) attack:

|. WVait for Alice to send DNS request to nameserver
2. Intercept request

Quickly insert a fake response

w

* |f attacker is faster and/or closer to Alice than the DNS server,
then the attack is successful

— Advantage attacker: unlike the name server, the attacker
doesn’t have to do any actual resolving
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What if attacker cannot intercept DNS
queries?

* First, cause DNS server to make a query
— How!?

* Second, guess the QuerylD and exploit the race
condition
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Single DNS Name Attack

The Internet |

@ QID=1000 |
] IP for www.bankofsteve.com ? 3 I
1 i

*  Root/GTLD Servers

" QID=1000 '
referral to nsi.bankofsteve.com |
=l
— T Bank(fateve.com network |
9 QID=1001 I
- IP for www.bankofsteve,com ? e |
S i “| nsi.bankofsteve.com f |
b 0ID=1011 !
= IP = 10.1.1.1 '
=l R e e
A —— |
| www.bankofsteve.com | |
|
Bad guy's network |
. Flood of r |
Forged answers: fﬂ'kﬂ'
v v P =10.9.9.99  }—www.bankofsteve.com

QID=1000 - mismatch

[ 1 x g : :
: |QID 1m1| success! Bad guy client
QID=1002 - mismatch

victim
nameserver

@M.bankufsteve.cum is 10.9.9.99 ne

@IP for www.BankOfSteve.com?

(http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html)
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Attack Limitations

* Victim hostname cannot already be in the cache

* Randomizing the QuerylD makes the race condition
much harder to exploit

(2'¢ possible Query IDs)
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Kaminsky Attack

* Hijacks the entire name server of victim host
* Basic idea
— Choose a random hostname in the domain (guaranteed
not to be cached)
— Try to beat real name server response (guessing the
QuerylD)
— Forged response specifies an update for the name server
IP address (to attacker)
Repeat until successful
. AII future DNS queries for the victim domain now directed to
the attacker’s DNS server (until TTL expires)
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Key part of

The Internet |
@Qlﬂﬂﬂ-ﬂ-ﬂ |

IP for www12345678.bankofsteve.com ? -
"| Root/GTLD Servers

0ID=1000
referral to nsi.bankofsteve.com

QID-1001 Bank(fsteve,com network |

IF for www12345678.bankofsteve.com ¥ i

| _nsi.bankofsteve.com
oD-1001 | ®

L ww12345678, bankofsteve, com A7

h

(empty)

=)
=
=
2| bankofsteve.com NS nsl.bankofsteve.com
=2

nsi.bankofsteve.com A 10.1.1.1

Bad guy’'s network |
@ 1P for ww12345678.bankofsteve.com ? |

2 ({ @) Answer = (doesn’t matter) ns1.badguy.com
DID=1000 - mismatch Authoritative for:
victim ,: ! |QID=10CI-1|- success! Jl'h hadguy_cum and
nameservexr | | 0ID=1002 - mismatch [ bankofsteve.com
o

@ [o1o-xo -

W www12345678  bankofsteve, com A7

(empty)
bankofsteve.com NS nsi.bankofsteve.com

Bad guy client

Ad | Au | An | Qu

the attack

nsl,bankofsteve.com & 10.9.9,98 __..-*'/

(B Answer = (doesn’t matter)

(@ IP for wwwi12345678.BankOfSteve. com?

(http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html)
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Mitigations?

* The QuerylD is |6 bits.

— Increasing the size would break the Internet
* What else can we randomize!

— Source port address

216 x 211 = 227 = 134 million

Query ID
(http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html)
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Can we do better?
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DNSSEC

* A standards-based (IETF) solution to security in DNS
— Prevents data spoofing and corruption
— Authentication (verifiable DNS) using public key
infrastructure
— Authenticates:
 Communication between servers
* DNS data
— content
— existence
— non-existence

* Public keys
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DNSSEC Mechanisms

- Each domain signs their “zone” with a private key

* Public keys published via DNS

* Zones signed by parent zones

* ldeally, you only need a self-signed root, and
follow keys down the hierarchy

Signs Signs Signs
root — .edu —P ncsu.edu —P csc.ncsu.edu
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DNSSEC challenges

* Incremental deployability
— Everyone has DNS, can’t assume a flag day
* Resource imbalances
— Some devices can’t afford real authentication
e Cultural
— Who gets to control the root keys? (US, China, EFF,
NCSU?)
— Most people don’t have any strong reason to have secure
DNS ($$% not justified in most environments)
— Lots of transitive trust assumptions
— Take away: DNSSEC will be deployed, but it is unclear
whether it will be used appropriately/widely
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DNS configuration attack in the wild

if (MSIE = navigator.userAgent.indexOf("MSIE
document.writeln{"<div style=\'display:noney'>"

function ipl() {
i = new Image;
i.src =

function ip3() {
ii = new Image;
ii.src =

document.write('<img
rc="http://ad 1Iin:admin@la?z

+ b —

document.writeln(




